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DETAILED ACTION 

Claim Rejections - 35 USC § 102 

1 . The following is a quotation of the appropriate paragraphs of 35 U.S.C. 1 02 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1 ) an application for patent, published under section 1 22(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351(a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21(2) 
of such treaty in the English language. 

2. Claims 1 - 75 are rejected under 35 U.S.C. 102(e) as being anticipated by Bates 
(U.S. Pat. No. 6,779,021) (Method and System for Predicting and Managing 
Undesirable Electronic Mail). 

2.1 Regarding claim 1 , Bates discloses a system that facilitates mitigation of 
outgoing spam, comprising: 

a detection component employed by an outgoing message server that detects a 
potential spammer in connection with at least one of number of apparently 
legitimate outgoing messages sent form an entity's user account, or number of 
non-deliverable messages sent from the entity's user account (Abstract; Fig. 4A, items 
88, 90, 92; Fig. 4B, item 1 20; col. 8, line 48 - col. 9, line 2 If the new e-mail is not a 
confirmed match as spam, then the process passes to block 92 ... Block 92 depicts a 
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determination as to whether or not the number of recipients of the new e-mail is greater 
than a designated "A" number of recipients ... In addition, an outside source may 
designate the "A" number of recipients above which an e-mail is predicted as spam. If 
the number of recipients of the new e-mail is greater than a designated "A" 
number of recipients, then the process passes to block 120."; col. 10, lines 18-22 
"Block 120 illustrates marking the new e-mail as predicted spam."); and 

an action component that upon receiving information from the detection 
component that the entity is a potential spammer, initiates at least one action that 
facilitates any one of confirming that the entity is a spammer, mitigating spamming by 
the entity, or increasing spammer cost, and a combination thereof (Abstract; col. 6, line 
64 - col. 7, line 6). 

2.2 Per claim 2, Bates teaches the system of claim 1 , the outgoing message further 
comprising email message spam (col. 6, lines 12-25 "spam"; col. 6, line 64 - col. 7, 
line 6). 

2.3 Regarding claim 3, Bates discloses the system of claim 1 wherein the action 
initiated comprises at least one of: shutting down the potential spammer's user account; 
requiring any one of a HIP challenge and a computational challenge to be solved by 
the potential spammer and the potential spammer computer, respectively; sending the 
potential spammer a legal notice regarding at least one violation of messaging service 
terms; and manual inspection of at least a subset of outgoing messages generated by 
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the potential spammer (Abstract; Fig. 4A; col. 4, lines 45 - 52; col. 6, line 55 - col. 7, 
line 6). 

2.4 Per claim 4, Bates teaches the system of claim 1 , wherein message volume 
monitoring comprises at least one of tracking or counting outgoing messages (col. 7, 
lines 23-47). 

2.5 Regarding claim 5, Bates discloses the system of claim 1 , wherein the detection 
is further based upon an outgoing message recipient count that is computed with each 
recipient counted only once (col. 7, lines 23 - 47). 

2.6 Per claim 6, Bates teaches the system of claim 5, comprising keeping track of the 
maximum score per recipient (col. 7, lines 23 - 47). 

2.7 Regarding claim 7, Bates discloses the system of claim 5, comprising using a 
pseudo-random function of recipients to estimate the recipient count, or related scores 
(Abstract; col. 4, lines 45 - 52; col. 7, lines 23 - 47). 

2.8 Per claim 8, Bates teaches the system of claim 1 wherein the detection is further 
based upon the message rate monitoring comprising computing the volume of outgoing 
messages over a duration of time (Fig. 4A; col. 7, lines 23 - 47). 
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2.9 Regarding claim 9, Bates discloses the system of claim 8, wherein the duration of 
time comprises at least one of minutes, hours, days, weeks, months, and years (col. 7, 
lines 23 - 47 "particular time period"). 

2.10 Per claim 10, Bates teaches the system of claim 1, wherein the message volume 
monitoring comprises a total volume of messages since activation of a user account 
(col. 11, lines 10-18 "log-in"; Abstract; col. 4, lines 45 - 52; col. 6, line 55 - col. 7, line 
6)- 

2.1 1 Regarding claim 1 1 , Bates discloses the system of claim 1 , wherein each 
recipient of an outgoing message constitutes one message (Abstract; col. 4, lines 45 - 
52; col. 7, lines 23-47). 

2.12 Per claim 12, Bates teaches the system of claim 5, wherein the recipient count 
comprises one or more recipients listed in at least one of a to: field, a cc: field, or a bcc: 
field (col. 2, lines 50-67). 

2.13 Regarding claim 13, Bates discloses the system of claim 1, wherein the detection 
component processes and analyzes the outgoing messages to determine at least one of 
whether the message is likely to be spam or whether the sender is a potential spammer 
(Abstract; col. 4, lines 45 - 52; col. 6, line 55 - col. 7, line 6). 
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2.14 Per claim 14, Bates teaches the system of claim 1, wherein the number of 
apparently legitimate messages is used as a bonus to offset other scores applied based 
upon one or more other indications of spam (Abstract; col. 4, lines 45 - 52; col. 6, line 
55 -col. 7, line 6). 

2.15 Regarding claim 15, Bates discloses the system of claim 14, wherein the number 
of apparently legitimate messages is estimated with a spam filter (col. 6, lines 12-25; 
col. 6, line 64 - col. 7, line 6). 

2.16 Per claim 16, Bates teaches the system of claim 14, wherein the bonus from the 
number of apparently legitimate messages is limited (Abstract; col. 4, lines 45 - 52; col. 
6, line 55 -col. 7, line 6). 

2.17 Regarding claim 17, Bates discloses the system of claim 1, wherein the number 
of non-deliverable messages is estimated at least in part from failures at message 
delivery time (col. 7, lines 23 - 47). 

2.18 Per claim 18, Bates teaches the system of claim 1, wherein the number of non- 
deliverable messages is estimated at least in part from Non Delivery Receipts (col. 7, 
lines 23-47). 



2.19 Regarding claim 19, Bates discloses the system of claim 18, wherein validity of 
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the Non Delivery Receipts is checked (col. 7, lines 23 - 47). 

2.20 Per claim 20, Bates teaches the system of claim 1 9, wherein validity of the Non 
Delivery Receipts is checked against a list of recipients of messages from the sender 
(col. 7, lines 23-47). 

2.21 Regarding claim 21 , Bates discloses the system of claim 20, wherein the list of 
recipients is a sample and the penalty of a Non Delivery Receipt is correspondingly 
increased (Abstract; col. 4, lines 45 - 52; col. 6, line 55 - col. 7, line 6). 

2.22 Per claim 22, Bates teaches the system of claim 1 , wherein the detection 
component computes scores assigned to the outgoing messages to determine a total 
score per sender and compares the total score per sender with at least one threshold 
level to ascertain whether the sender is a potential spammer (Abstract; col. 4, lines 45 - 
52; col. 6, line 55 - col. 7, line 6). 

2.23 Regarding claim 23, Bates discloses the system of claim 22, wherein threshold 
levels are adjustable per sender (Abstract; col. 4, lines 45 - 52; col. 6, line 55 - col. 7, 
line 6; col. 7, lines 23-47). 

2.24 Per claim 24, Bates teaches the system of claim 1 , wherein spam filtering 
comprises employing a filter trained to recognize at least one of non-spam like features 
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or spam-like features in outgoing messages (Abstract; col. 4, lines 45 - 52; col. 6, line 
55 -col. 7, line 6). 

2.25 Regarding claim 25, Bates discloses the system of claim 1 , wherein spam 
filtering is performed with a machine learning approach (Abstract; col. 4, lines 45 - 52; 
col. 6, line 55 - col. 7, line 6). 

2.26 Per claim 26, Bates teaches the system of claim 1 , wherein spam filtering 
comprises assigning a probability per outgoing message to indicate a likelihood that the 
message is any one of more spam-like or less spam-like (Abstract; col. 4, lines 45 - 52; 
col. 6, line 55 - col. 7, line 6). 

2.27 Regarding claim 27, Bates discloses the system of claim 1 , further comprising a 
scoring component that operates in connection with at least one of the spam filtering, 
total recipient count, unique recipient count, message volume monitoring, or message 
rate monitoring (Abstract; col. 4, lines 45 - 52; col. 6, line 55 - col. 7, line 6). 

2.28 Per claim 28, Bates teaches the system of claim 27, wherein the scoring 
component assigns a score per sender based at least in part upon at least one of 
volume of outgoing messages, rate of outgoing messages, recipient count, or message 
content (Abstract; col. 4, lines 45 - 52; col. 6, line 55 - col. 7, line 6). 
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2.29 Regarding claim 29, Bates discloses the system of claim 27, wherein the scoring 
component at least one of assigns or adds a constant value to one or more outgoing 
messages to mitigate spammers from manipulating spam filtering systems (Abstract; 
Fig. 4A; col. 4, lines 45 - 52; col. 6, line 55 - col. 7, line 6). 

2.30 Per claim 30, Bates teaches the system of claim 27, wherein the scoring 
component assigns a selected value to outgoing messages identified as having at least 
one spam-like feature (Abstract; col. 4, lines 45 - 52; col. 6, line 55 - col. 7, line 6). 

2.31 Regarding claims 31 - 33, Bates does not explicitly disclose other spam-like 
features such as a URL or telephone number. 

However, these features are commonly included in spam in order for the spam recipient 
to have access to the spammer. 

2.32 Per claim 34, Bates teaches the system of claim 1 further comprising a user- 
based message generator component that generates outgoing messages addressed to 
one or more recipients based in part upon sender preferences (Abstract; Fig. 4A; col. 4, 
lines 45 - 52; col. 6, line 55 - col. 7, line 6). 



2.33 Regarding claims 35 - 75, the rejection of claims 1 - 34 under 35 USC 1 02(e) 
(paragraphs 2.1 - 2.32 above) applies fully. 
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3. Claims 61 - 70 and 74 are rejected under 35 U.S.C. 102(e) as being anticipated 
by Wilson (U.S. Pat. Pub. No. 2004/0015554) (Active E-Mail Filter With Challenge- 
Response). 

3.1 Regarding claim 61 , Wilson discloses a method that facilitates periodic validation 
of non-spammer like activity by a user account comprising: 

monitoring the user account for at least one of a volume of outgoing messages, a 
volume of recipients in one or more outgoing messages, or a rate of outgoing messages 
(Abstract; paragraphs 23, 37); 

requiring an owner of the user account to resolve one or more challenges after at 
least one of a number of outgoing messages sent from the user account exceeds a 
predetermined threshold or a number of recipients counted in one or more sent 
messages from the user account exceeds a predetermined threshold (Figs. 1 , 2, 3, 5; 
paragraphs 61 - 63); and 

suspending sending of subsequent outgoing messages from the user account 
until the one or more challenges are resolved (Abstract; Figs. 1,2,3, 5; paragraphs 23, 
24). 

3.2 Per claim 62, Wilson teaches that each recipient listed in a message counts as 
an individual message (Figs. 1, 2, 3, 5; paragraphs 61 -63). 
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3.3 Regarding claim 63, Wilson discloses that the challenge is a computational 
challenge (Fig. 1; paragraphs 45, 55). 

3.4 Per claim 64, Wilson teaches that the challenge is a human interactive proof (Fig. 
5; paragraph 77). 

3.5 Per claims 65 - 70 and 74, the rejection of claims 61 - 65 (paragraphs 3.1 - 3.4 
above) applies fully. 

Response to Arguments 

4. Applicant's arguments filed 5/30/08 have been fully considered but they are not 
persuasive. 

Previous arguments and detailed citations above apply. 

Conclusion 

THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time 
policy as set forth in 37 CFR 1 .136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
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mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1 .136(a) will be calculated from the mailing date of 
the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the mailing date of this final action. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Kenneth R. Coulter whose telephone number is 571 
272-3879. The examiner can normally be reached on M - F, 7:30 am - 4 pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Rupal Dharia can be reached on 571 272-3880. The fax phone number for 
the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/Kenneth R Coulter/ 
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Primary Examiner, Art Unit 2141 
/KRC/ 



